Putterns of basic research as irdicators
of possible new enciny wespon sysicms.

TOENTIEYING THE FUTURE THREAT
Y hert C. Rt‘fﬂfxci}b&“g

Although threats to the position or secarity of the United States

include all conditions distuptive of world pesce, such as political
fastability, buoger, and disease, we shall be coocerped heve only
with threats of a predominaotly miliery patwe which dexive fiom
advances in the physical sciences snd engincering, and we shall
analyze the problom of projecting sach thyests fiom the research
done to zchieve ﬂ}\, ad\/anc Experience of the recent pest with
' apon ayflmus has shown that in general a period
of 10 to 15 yeass is nqum,d to b‘rmg a new system fcom the yesearch
stage to wlilization. This is then the outer Bmit in time of such
projection, At the mear end, wninor fmprovements which c¢an be
ef’ected in periods of § years or less can generally be predicted by
fairly straightforward extrapolation fiom cuwvent capabilities. The
critical period in our anticipation of new enemy weapon systems
therefore lies from 5 to 15 years ahead.

In order to be wseful our projections must sncet other criteria be-
sides that of the future time they span. The fist sud foianost
requirement is credibility: cur data base and rationsle must be sound
and open to independent verification.  Anocther fmportant voquire-
ment is for soflicicnt detail and specificity to mect the operational

needs of the conswmer. At the highest Jevels of policy, detsils on
how the piojected weapon system may operate are not so iniporfant
as its general characieristics and capabilities and a fairly precise time
scale. At a somewhst lower level of inanagement, more detail is
required in order to make decisions comcerning the sllocation of
intelligence resonices to confiom the threat and developmment re-
sources to counter it. At the ressarch and development level, Gnally,
even greater detail is required to enable our scientists and engincers
to devise speciﬁc countermeasures,

Perhsps the most difficult constraint is the need to work with the
kinds of mformation that are obtainable. The availability of in-
formation during the development of a weapon system follows a
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“bathtub” curve with time: during the casly phases publication of
Lusic yesearch in the open literature is quite comanon; then as the
spplicability of this work to the weapon system becomes wnore
inunediate, the publication rate diops wntil information s #Jmost
vonexistent; fually, when the test end evaluation stage is reached,
iufermation can agein be obtained thvough observation and techni-
cal collection. By this latter stage, of course, the time aveilable for
taking effective coupteraction is short, Tt is in the carly reszarch
phase, wien open publication is still permitted and when there ave
siill 10 to 15 years left in which to fake counteraction, that an
socurate prediction of the resalting system is both vitally fmportent
zod extremely diffcult.

Irvluctive and Deductive Methods

An obvitas approach to such prediction is by iuduction or syn-
thesis: one examines cwrent BeD activities, identfles advances they
are likely to lead to in basic science and teclinology, end then
attempts to build up from these advances successively higher lovels
of development leading to new weapons.  In this way one goes from
now phenomena or properties of materials to new devices, compo-
nents, subsystems, and finally a conplete new weapon system.  This
is alogical and vecessary method for the projection of futuie threats.

By itself, however, it is an extremely difficult one. While it may
be possible to guess at advances in the basic sciences that will be
rrade within a reasonable time ahcade-say the next § years--
the way these advances could be vtilized in the construction of vew
weapon systems is a matter of yauch greater dificulty.  Each besic ad-
vance can proliferate into many different applicztions, and to identify
thé most Likely ones demands both kncwledge of a vast number of
applicd scientific and techoological ficlds and a great fiagination
and inventiveness. This is not to say that the approach should be
discarded; the weapon systems that may emerge from new scientific
advances are precisely the ones most likely to surprise wus. - It re-
gnires, however, that we leam how to handle probleras having such
vocertainty ‘in Jdata and so wany different possible directions of

development.  Both the mathemstical techniques and the intelligence .

sources needed will have to have considerable more study than has
thus far beon applied to them.

The second possible method of attack is the deductive. It proceeds
from the postulation of possible or desirable objectives, in the eyes
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of the enemy, to the weapon systems, subsystems, components, devices,
apd basic R&D required to yeach those objectives.  This approach
has the wlvantage that once a potential systern has been identified the
determioation of its pyramid of requived sapporling activities s a
more easily soluble problem than the reverse. Problews of this na-
ture have been sitacked with some success, potably for purpases of
i tiug
de as to the appropristeness of
s of building up to that level. When \“\.}‘uﬂ‘e
ave many different Jevels of compl xity, as taa

industrial plaoning.  The pro odure requires that at each des
Tovel of oo

cach of the possible me

ons he s

wodern wes

the nomber of decisions avd appropuisteness factors hecomes ex
ingly large.  They wre manageable, however, by modem maihomatical
teolisiques, and in principle this procadure czn be used to identify
zxd Jabel all the scicutific and techuological activities that would
be required to carry out the whole developracnt program,

Since the nuinber of potential thrests that could be postvlated
is very large, it is desirable to assign priviities among them in order
to conceatrate analysis on the most likely, This ¢an be done on
the basis of probable mission yoquirements as secn by the government
of the country in guestion, say the USSR, Most broadly, one must
determine frst what the Soviet leaders believe the world looks like
now awd will Jook like 10 to 20 yeurs in the future, then project
snissions which they might cousider vequired to further their po-
litical, ideslogical, social, econownie, and nilitary objectives, then
derive sysiemns for the eccomplishment of these wmissions, including
weapon systems for militaxy missions.  This process provides a set
of reasomable criteria for an initial assignment of priorities. It does
not constitute a means of making final judgments as to the probability
that a threal will actually be developed.

An slternative means of identifying potentis] threats for deductive
purposes is to determine what the military posture aud capabilities
of the United States will be in the period under consideration. One
inay then propose that sny Soviet system, defensive or offensive, ca-
pable of degiading our planned military cepabilities would con-

stitete a threat.  The assignment of priorities among the systems
so identified can now procecd on the basis of a priori probability or,
as above, according to how they appear Lo fit in with Soviet plilosophy
or peeds.
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Problems of Induction

Let us vetorn for a wmore detailed discussion and corparison of the
two proposed mnetheds.  In the inductive approach the stasting point
was a large number of scieutific and technaologica] advances postu-
lated to have avisen out of essentially undivected research. At least
it is escumed that the ressons for engeging in this rescarch are ir-
velevant to any weapon systom that seight be based on the advances.

clf to these advances with Ingonuity, Buventivonass,
and a b 'dd {cnnwniiy with the stite of the art, ene atte
ous Jevels of dncveasing complexily to create
tem. Four such lcvc-k can be distingnid

hed: crea-
or materials (/,1 ble of pe*'{mmiug cither new
s significiwitly better; the cowbination of these
VICBS OF m;«f«;; zals iato components w}n(.n pacforin more cormplex
cesnbling of such compﬂn:mts into subsystems, each
! ine major mdnp ndent activity to the overall
perfonmance of the projected weapon system; finelly this systera itself,
pc:r"fmz.mng the mission assigned to it
Sirce we ave presupposing that the initial scientific and technological
advarces were made without the wotivation of specific projected ap-
plications, there is no certain way of deciding in which of the many
possible ways they might actually be applieﬂd to create new devices,
Clzarly, even inventing the various possible devices on the basis of
a scientific advance which has not yet occurred s a very difficult
step. Further, each of these possible devices raight be used in
many different cembivations with other new or old di,Vk*"LS to yield
sponents with advenced or considerably different cap:

128 R

bilities than
previously available,  And these components, again, could be as-
seinbled in vaddous ways luto subsystems with different cxpabilities.
The characteristics of the ultimate system can then vary enoymously,
depending on the choices made all along this complex path.

There are various ways to try to thread this maze. One could
give each alterpative an equal probability and use statistical pro-
cedures such as the “random walk” or “Mante Carlo” methods which
have proved useful in similar problems.  Or ene could vse something
like the PERT technigque which has been successfully applied to
systems development snd inanageinent.  These approaches are being

S

he Progiam Evaluation and Peview Technique, developed for the Polaris
wisgle program, peforms a picbabilistic analysis en vucertain input data nd
relationships and calealades the probabilitics for time or cost factors in a
aiplets project,
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vxamined, but it appears that a major simplification of the problem
would result froin an initial exercise of judgment in assigning proba-
bility weightings to the various alternatives wt each level in the
Lierurchy.

Despite these yaajor difficulties with the inductive approach, it can
1nm1de one wi ’h a view of totzlly new wespon systems that might
fﬂc and technalogical advances made dfllﬂcg the

1 ats of which the present-doy state of scicuce
aad toch; ﬂht}y is vt an adeqoute base for prediction. The product
‘of the inductive spproach wonld Le a set of predictions of develop-
wental sotivities based on the piobable vses of the postulated scien-
tific advences, A number of diffcrent tamplates of such deve en-
ies would be prodeced, sud actual activities sobsequently
ohserved would be ijhil.di(:d with these temgplates in order 1o de-
terine which of the scveral possible paths thiough the sysiemns de-
velopment maze the USSR had chiosen.

We hove pessed rather casoslly over the mutter of identifying
the scientific aud technological advances Blely to occur in the next
few years,  Cuortainly procise identification of the details of an advance
would lwemypose suflicient knowledge to effect the advance immedi-
ate!y, something of a sclf-coptradiction. It appears, however, that
the general nature of the advances in auy field of siience can lnr)b
ably be foreseen through the use of such criteria as the cwrent ac-
tivity in the field, the nced for a solution to particular problems,
the abseuce of any fundanontal laws I;X'fjhibifjng an sdvance, snd
the like. Consultation with scientists and engineers eclive in the

arious fields probably constitutes the best metho? of identifying the
ukdy advances. Scveral groups concerned with technological fore-
casting have engaged in such consuliations and manipulated the results
in various ways trying to achieve some degree of unanimity among the
expert consaltants,

While this approach is the most promising one for the prediction
of scientific/technological advances, there is one major pitfall that must
be taken into account in wsing as one of the criteria for en area of
probable advance the Jevel of activity in that area. Since scientific
research is largely supported by government funds, decisions by gov-
ornment administrators determine to a large eatent the level of re-
search activily in any area; and the decisions of these adivinistrators
ave frequently weighied haavily toeward srveas considered important
to particular objectives ysther than having intrinsic importance in
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the scientific field.  The inductive approach is thus conteminated by
a prieri decisions which must be analyzed dednctively.

Prolileins of Deduction

Tn confrast to the inductive approach which works jts way up from
the simplest elemnunts to the full complex systom, the deductive ap-
povach requizes the | sstulation of the fufi-bluwn weapon spsten and
then silompts to wok down to the individusl advances fa science
or techinology nacded to achicve it. Although it is in principle pos-
apon systems end
idred suhassomb sutary
3 ous expesdilure of manpower
snd time. We poiuted out above how the Jist osn be narroveed by
giving first consideiation to systems designed to perform verio
ghocpative missicos contribuoting to the schicvament of Soviet goals.
Each of these systems can then be sralyzed into progressively stimpler
conrponent Jevels until the clementary RSP aaquiramants are iden-
tified.

At each level in this procedurs] sequeiice the various alternatives
st be exzmined and ranked in teoms of destiability, feasibility, cost,
cte. In other words, a seies of oiteria for selection smong the
natives nust be established.  QGne thus avives at & rasirix of al-
ernatives versus ciiteria for each of the levels. The cver-all pro-
cedure, commonly and viderstandably refaved to as a “decision teee,”
is fairly widely used for developisental planning, Tn adupting it
for use in the intelligence Beld, however, theve are a norsber of prob-
lesus to be solved.

The frst problem is that the intelligence user is wot planning a
developient pragram for himself but attempting to detexmine what
the Scviets have done. Hence it becomes necessary for bim to think
at all times like a Soviet planner. This requires that the historical
and cultural backgrounds of the Soviet planners be incorpoiuted into

.

ies and cler

nees, this would reguire an enorm

the decision matrix; they will show up particularly v the criteria used
for evaluation,

A second problem is to determine the extest to which such a
logical wod carefully worked oot decision process is applicable to So-
viet planning.  The primary rezson for using the procedure in plan-
ping is U at when the number of faclors entering inte a decision
becornes larger than 25 to 50 it is almost impossible for one individual
to make a knowledgeable decision. Since a nzjor weapon sysiem

i8 r;:i%ﬁé?
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contsins some millions of such factors, knewledgeable decisions about
it are jupossible unless assisterice of some sort is provided. The de-
cision tree provides this assistarice by bieaking down the complex
problem into s number of decisions each small enough to be made
knowledgeably, keaping account of all such decisions, factoring in
tleir relative vyc«g}x{ and sopmming them sll up. I is clear, bowever,
HE j cisions are pot yeade in this counliy in this way,
wve uo real evidence that the Suwviets make their wcjor
isions in such a manner. I they do rot, then we st be pre-
pered for the decist

ions 16 show characteristics of Nogie by the stand-
s of the decision tree process.  This is a problem not {qu ENCom-
. ssed by the phrase, “Thinking like a Soviet” ‘

Paricivi Recognition

Amnnmg for the merment that these problems can be solved, our
avralysis will have provided us wuh a list of R&D sress that need to
be eynphasized in order to achieve a given weapon system. It will
also have told us the intoosity of effort requived in cach area rela-
tive to other aveas, so that we have a sort of spectrum or temnplate
of ucedud R&D that will vary with time. This is the indicator which
the acalyst will then scek to identify in the sll-source information
available on eurrent Soviet activities.  The template might consist of
a single unique arca of R&D which would be a dead giveaway;
alternatively it might be the over-all shape of the spoc

{irne i’& &

train aud its

As Jong as only one weapon system is being considered, it ynight
pot be especially difficult to idently the corresponding R&D pattern
in the available information. If two or more systems are concur-
rently under development, each will have generated requirerents for
F&D and the spectra will then be superimposed. 1f these spectra
were totally independent of one another their identification, though
considerably more diffcult than that of a single system, would still
be amenable to faitly straightforward procedures, especially since
the time eloment provides a useful flter. A complication is instro-
duced, however, by the “conunaonality” factor: if systemns x and y both
require R&D) in a cerlain area, it is reasonable to assume that the
total effort applied will be less than the sum of the two xequirements,
allowing for a measure of efficiency in the combination. It therefore
becomes necessary to estimate the oxtent to which the R&ID require-
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ments for any system are modified by the codevelopment of other
systems with similar needs,

"wring predicted through this process the patiern of R&D nceded
- the several high-priority weapon systems which it is estimated the
oviets might logically wish to develop, the anslyst will look at the
rmation on their current activities and compare it with lis pre-
1S, Tbis DTOCESS, avw}ogous to whet is usually called “pattern
iton,” requires that the svuilable information finst be corrected
for various &ivinrbances, First thece is th: background “noise” of
R&D that would be in process segmdless of the needs of any par-
ticulor system, the work being done for pure scientific or technologi
arposes.  fecond, there may be debberate distortion, as Ly sup-
prossion thmagh classification, although it is hoped that the carly
tesearch phases will not suffer significantly feom soppression,

‘ﬁ
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The comparizon of predicted pattein with ac.uahly then proceeds
and yields an estimate with the following kind of wording:

Theie is a ¢ percent prohability that the Soviets have made the decision

to develop weapon systern x which will have such and such characieristics

and capability and could be completed by the year blank.

Note that this estimate addresses only the decision to develop and
does not atteinpt to wrestle with the decision to deploy or utilize.
Just as the inductive approach could not be totally stripped of
eductive elewents, so is the cunverse true. In working cur way
rwn 2 decision tree from the highest levels of national goals »nd
policy through iissions, weapon systes, etc, to the required R&D,
we have thus far ignored eny effect that research carried out for ene
systesn may bave on another, vurelated system.  Yet it is clear that
scieptific advances, no matter how genersted or for what purpose,
may significantly affect any system. In other words, any scientific
advance acquires a life and influence of ils own and can make pos-
sible new and different systems and capabilities which can be iden-
tified ovly by the application of inductive logic. At all times, then,
iliese two metbodologies must be carefully examined for their inter-
relationships and the effect each can have on the other,

a
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A question frequently asked with respect to prediction is “Tlow
about the breskthrough?” The question points to a vulnessbility in
all prediction but involves an inhesent costradiction. If a break-
through is a major scientific achievement lesding to totally new con-
cepts which could pot have been snticipated, it is unpredictable by
definition and so cannot be {factored into our projections in advance.
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All one can hope to do is maintain a high state of awareness of ac-
tivities in all scic
of such a bre

ntific fields so that fmumediately upon the occurrence
kthrough, or ratler its recognition, steps can be taken
to evaluate and factor in its influence upon our entire ihreat analysis,
usiog the approaches which have been described above.

Stutus in Practice

Over the past decade and more, vorious atleinpts have been made
to provide credible estimates of long-range threats, but without sny
consistent sucress.  Within the past year a formal loag-term attack
on the problem has been mow:ted in CIA's sdientific intelligence or-
ganization.  Believing that a major impediment in the past has been
the f2ilhue to develop a sound wmethodology before toying to coine
up with & guick answer, we have concentrated our principal efforts
ihus far on wethod. The foregoing discussion reviewing the kinds
of approach that have been considcred describes in particular, with
some generality, the dedurctive technique, the one that has been
selécted for initial application. In spite of its ackuowledged difficul-
ties and limitations, this mcthod is believed to offer the greatest promise
of any thus far found. It is hoped that the difficulties can be over-
come although it is not yet certain just how,

During the imethodological study support hias Leen sought and
obtained from within the intelligence community and from estemal
sources.  As time goes on and the methodelogy is refined to a point
where there is some covfidence in its validity, the nest step will be
to begin to apply it and produce specific projections, Yor this it will
be necessary to draw on the combined scientific and engincering
kuowledge of the government and the industvial and zcademic worlds.
Large numbers of people will have to be consulted and vast amounts
of information and open literature screcned and evaluated. Suitable
formats, computer programs, and data-handling capabilities will Liave
to be developed. Steps in these directions are already being taken.

It is hoped that such a program may one day provide U.S. plauners
with credible predictions on the basis of which they can make maxi-
mum uvse of intelligence community findings to reach the decisions
necessary for the sccaity of the nation.
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